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Software Testing in the News

Aviation

After Alaska Airlines planes bump
runway while taking off from
Seattle, a scramble to ‘pull the plug’

By Dominic Gates, The Seattle Times
Updated: February 20, 2023
Published: February 20, 2023

“That morning, a software bug in an update to the ... ‘A quick interim fix proved easy: When operations staff turned off
DynamicSource tool caused it to provide seriously undervalued the automatic uplink of the data to the aircraft and switched to manual
weights for the airplanes. requests “we didn’t have the bug anymore.”

The Alaska 737 captain said the data was on the order of Peyton said his team also checked the integrity of the calculation itself
20,000 to 30,000 pounds light. With the total weight of those before lifting the stoppage. All that was accomplished in 20 minutes.

jets at 150,000 to 170,000 pounds, the error was enough to . .
. . The software code was permanently repaired about five hours later.

skew the engine thrust and speed settings.

Both planes headed down the runway with less power and at

lower speed than they should have. And with the jets judged

lighter than they actually were, the pilots rotated too early

Peyton added that even though the update to the DynamicSource
software had been tested over an extended period, the bug was
missed because it only presented when many aircraft at the same time

_ were using the system.
Both the Max 9 and 737-900ER have long passenger cabins,

which makes them more vulnerable to a tail strike when the Subsequently, a test of the software under high demand was
nose comes up too soon.” ... developed.”

https://www.adn.com/alaska-news/aviation/2023/02/20/after-alaska-airlines-planes-bump-runway-a-scramble-to-pull-the-plug/
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Continuous Integration

Motivation

* QOur systems involve many components, some of which might even be in
different version control repositories

 How does a developer get feedback on their (local) change”?

Our changed code

l

Cache Build Build Build Send
Check friends list Newsfeed Suggestions response

Other developers’ changed code



Continuous Integration is a Software Pipeline

|| Build -l Test I

Develop Deploy Monitor

Style Check Integration Test End_;_tec;:cend -

Compile Load Test

Unit Test

Prepare
Deployment

Automate this centrally, provide a central record of results



Agile Values Fast Quality Feedback Loops

Faster feedback = lower cost to fix bugs

Old feedback loop: do this infrequently
New feedback loop: do this continuously

Defect Cost




The Power of Automating Feedback Loops

Consider tasks that are done by dozens of developers

HOW LONG CAN YOU WORK ON MAKING A ROUTINE. TASK MORE
EFRCIENT BEFORE YOURE SPENDING MORE TIME. THAN YOU SAVE?

(RCROSS FIVE YEARS)

[ HOW OFTEN YOU DO THE TRSK |
Ofoew Yoy DALY WEEKLY MONFLY YEARLY

30
MINVTES

4
MINVTES

MINUTE

2 HOURS

2l
MINVTES

7 HOURS

© Randal Munroe/xked, licensed CC-BY-SA
https://xkcd.com/1205/
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Continuous Integration in Practice

Small scale, with a service like CircleCl, GitHub Actions or TravisCI

GitHub

-
——

%for upadates

CircleCl GItHUDb  14visCl

Actions

Commits code to

Developer

Runs workflow for
each commit



Brainstorm: What could we check in Cl for Google Docs?

Consider all scopes of testing, from unit to system-level

 Brainstorming notes:

* Run unit tests

- Run some localization tests

- Validate infrastructure deployment

Do regression testing on user scenarios - ensure that old/new look the same
- Compress images, other artifacts before deployment

- Update documentation, internal screenshots

- Build software, lint, etc

- Check interoperability with other/existing packages

* Accessibility testing - ensure that components can be accessed through screen readers
« Check/gate on test quality metrics

* Do security audit

 Design review? (Code review fits somewhere in the workflow)



Example CI Pipeline

Open source project: PrestoDB

prestodb / presto

Current Branches

Build History

Pull Requests

build ' passing

X Pull Request #15372 Fix extracting logic in dynamic filtering whe

L L L L L X

when integrating with filter pushdown, we extract dynami

O~ Commitcde9eb5 £

[l #15372: Fix extracting logic in dynamic filtering when integrated wi

I Branchmaster 7

M Ke

Build jobs

T 52304.1

4 52304.2

I 52304.3

T+ 52304.4

HF 52304.5

1 52304.6

AMDG4

AMDG4

AMD64

AMDG4

- AMDG64

AMD64

fel

2!
e

Trusty

Trusty

Trusty

Trusty

» Trusty

£» Trusty

View config

¢/» Java

/> Java

<> Java

</> Java

/> Java

/> Java

19 #52304 failed

(-¢ Ran for 17 min 40 sec
(V) Total time 10 hrs 26 min 10 sec

57 10 hours ago

) MAVEN_CHECKS=true
) WEBUI_CHECKS=true
(T TEST_SPECIFIC_MODULES=presto-tests
() TEST_SPECIFIC_MODULES=presto-tests
7] TEST_SPECIFIC_MODU LES=presto-tests

[7) TEST_SPECIFIC_MODULES=presto-tests

More options

(Y) 10 min 51 sec
(V) 58 sec

(Y) 6 min 7 sec
() 24 min 50 sec
() 7 min 45 sec

(©) 8 min 4 sec

https://travis-ci.com/qgithub/prestodb/presto
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Use Scalable Cloud Resources for CI

Example: Developing a Fuzzer

 “Fuzzers” are automated testing systems that aim to automatically generate
iInputs to programs that cover code and reveal bugs

 Fuzzers are non-deterministic: to evaluate with confidence, need repeated,
long-running trials

» Evaluating fuzzers is time consuming, determining which changes impact
performance is confusing

« How to run experiments in the cloud?



CIl Pipelines Automate Otherwise Manual Testing

eval-10m-5x.yml

on: push Matrix: evaluate / run-fuzzer
@ evaluate / build-matrix 55 @ evaluate [ run-fuzzer (... 12m 21s @ evaluate [ repro-jacoco  5m 5s @ evaluate / build-site 525
@ evaluate [ run-fuzzer ... 12m 25s

& cvaluate [ run-fuzzer... 12m 23s

Every commit: Run 10 minute
performance test on 5
benchmarks, repeating each test
5 times (25 concurrent jobs)

@ -evaluate { run-fuzzer (... 12m 27s
@ evaluate [ run-fuzzer (... 12m 13s
& evaluate [ run-fuzzer ... 12m 24s
& evaluate [ run-fuzzer (... 12m 21s
@ ecvaluate [ run-fuzzer... 12m 23s
@ evaluate [ run-fuzzer (... 12m 27s

& evaluate [ run-fuzzer (... 12m 13s

eval-24h-20x.yml

- 12m 24s on: workflow_dispatc Matrix: evaluate [ run-fuzzer
& ecvaluate [ run-fuzzer... 12m 24s kflow_di h
° evaluate / run-fuzzer ... 12m 25s & evaluate / build-matrix 25 @ ¢ @ evaluate {run-fuzzer (an... 1doh ® ¢ @ evaluate [ repro-jacoco 13m 52s €) evaluate / build-site
@ evaluate [ run-fuzzer ... 12m 26s © evaluate f run-fuzzer (be... 1d oh
@ evaluate ! run-fuzzer ... 12m 26s © svaluata  run-fuzzer {cl... 1d oh OV] D@Vﬂﬁ\/]d:?(/l\/] 24 l/]()(/ll/'
@ cvaluate / run-fuzzer (m... 1d oh P@V'FOVW\&IV]C@ +@§+ o 6
@ evaluate { run-fuzzer (rh... 1d 0h lg@\/]c‘/] \/V]ﬂ[l/'\(sl V‘@P@ﬂl‘l’l\/l@ 6&0\/} +@5+

@ evaluate { run-fuzzer (an... 1d oh ZO ‘l’lVV\@S (/\ DO GOVIG(/U”I”@VH’ JOLQS')

@ evaluate { run-fuzzer (be... 1d 0h

@ evaluate { run-fuzzer (cl... 1d 0h

https://github.com/neu-se/CONFETTI/actions
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CIl Pipelines Automate Otherwise Manual Testing

closure

Branch Probes Over Time

30000 <

25000

Branch Probes Covered

20000

15000 = ﬁ

Campaign Time (minules)

Download this graph as PDF

https://github.com/neu-se/CONFETTI/actions

1
1000

eval-24h-20x.yml

on: workflow_dispatch Matrix: evaluate / run-fuzzer

& evaluate / build-matrix 25 @ e & -evaluate { run-fuzzer (an...

© evaluate { run-fuzzer (be...
@ evaluate { run-fuzzer (cl...
© evaluate { run-fuzzer (m...

© evaluate [ run-fuzzer (rh...
config

- Mbckcd
@ evaluate { run-fuzzer (an...

—— E00rIng-cl

® evaluate | run-fuzzer (bc...

© evaluate { run-fuzzer (cl...

1d Oh

1d Oh

1d Oh

1d Oh

1d Oh

1d Oh

1d Oh

1d Oh

¢ @ evaluate [ repro-jacoco 13m 52s & evaluate / build-site

Ov Pemand: Run 24 hour
performance test on 5
benchmarks, repeating each test
2.0 fimes (100 concurrent jobs)


https://github.com/neu-se/CONFETTI/actions

Attributes of Effective Cl Processes

~ Output the full test name

° I nfraStrU Ctu re. All checks have passed

9 successful checks

° CI ShOUId be repeatable (determ|n|8t|C) [ v Build and Test the Grader [ build (push) Successfu...

v Check dist/ / check-dist (push) Successful in 30s

 Cl should be fast, providing feedback within minutes () Bulld and Test the Grader f test raference) (push) .
Or hOurS v . Build and Test the Grader [ test (b) (push) Succes...

.~ fmY Ruild and Tect the Gradar | tact {te-ianare) (nuch)
- .

148 LB

* Policles:

° DO n O't al IOW b u i Id S to rem ai n b rO ken fO r a IO n g ti m e Tools: extract_features.py: correct define name for AP_RPM_ENABLED

, peterbarker committed 5 days ago X

AP_Mission: prevent use of uninitialised stack data -

» Cl should run for every change B peterbarer comittd's cays o X

Details
Details

3X
Details

+:
Details

ol
Nataile

(J2

AP_HAL_ChibiOS: disable DMA on 12C on bdshot boards to free up DMA ch... -

’?) andyp1per authored and tridge committed 6 days ago X

 Cl should not completely replace pre-commit testing

) ShivKhanna authored and tridge commitied 6 days ago X

AP_HAL_ChibiQS: define skyviper short board names
.) yuri-rage authored and tridge committec 6 days ago X

SITL: Fixed rounding lat/Ing issue when running JSBSim SITL .-



Brainstorm: Why might CIl not be repeatable?

» Flaky tests
» If dependency server is down
 The infrastructure that we are using is under-provisioned

» Generally unmaintained - some dependencies may have changed, requiring
more complex upgrade

» If not everything is automated



Challenges and Solutions for Repeatable Builds

» Which commands to run to produce an executable? (build systems)
» How to link third-party libraries? (dependency managers)
» How to specify system-level software requirements? (containers)

» How to specify infrastructure requirements? (Infrastructure as code)



Build Systems Orchestrate Software Engineering Tasks

Early build tools (e.g. “make”) are scripting tools with special support for commands
that transform “source files” to “target files”

edit : main.o kbd.o command.o display.o \
insert.o search.o files.o utils.o
cc -0 edit main.o kbd.o command.o display.o \
insert.o search.o files.o utils.o
maln.o : maln.c defs.h
CC —-C mailn.c
kbd.o : kbd.c defs.h command.h
cc —-c kbd.c
command.o : command.c defs.h command.h
cc —-c command.c
display.o : display.c defs.h buffer.h
cc —-c display.c
insert.o : 1nsert.c defs.h buffer.h
cc —cCc 1nsert.c
search.o : search.c defs.h buffer.h
cc —-C search.c
files.o : files.c defs.h buffer.h command.h
cc —-c files.c
utlils.o : utils.c defs.h
cc -c utils.c
clean :
rm edit main.o kbd.o command.o display.o \
insert.o search.o files.o utils.o




Build Systems Orchestrate Software Engineering Tasks
“Orchestrate” -> Execute in the right order, ideally with concurrency

» Example tasks:
* Installing dependencies
« Compiling the code
* Running static analysis
» Generating documentation
* Running tests
» Creating artifacts for customers
» Deploying Code

- Example build systems: xMake, ant, maven, gradle, npm...



Dependency Managers Organize External Dependencies

* Addresses this problem: “Before you compile this code, install commons-lang
from the apache website”

* Declare a dependency using coordinates (unique ID of a package plus
version)

 Packages are archived in common repositories; fetched/linked by
dependency manager

« Dependency managers handle transitive dependencies #)

 Examples: Maven, NPM, pip, cargo, apt



Specify and Depend on Package Versions with Care

Semantic Versioning is Often Expected

* Library maintainers expected to indicate
breaking changes with version numbers

* Dependency consumers can specify
constraints on versions (e.g. accept 2.0.x)

100%
750 Constraint type
act (=1.2.
ug (~ .
50% inor (*
B Geq >=123)
L Ay
25% Other
0% . n——
2000 2011 2002 2015 2014 2015 2016 2017 2018 201G 2020 2021 222

Year

Lh

Percentage of dependencies
o

whn

Distribution of dependencies of all packages in NPM over time (2023, Pinckney et al)

2.00 2.0.0-rc.2 2.0.0-rc1 1.0.0 1.0.0-beta

Semantic Versioning 2.0.0

Summary

Given a version number MAJOR.MINOR.PATCH, increment the:

1. MAJOR version when you make incompatible APl changes

2. MINOR version when you add functionality in a backwards compatible manner

3. PATCH version when you make backwards compatible bug fixes

Additional labels for pre-release and build metadata are available as extensions to the MAJOR.MINOR.PATCH
format.


https://semver.org

Few Bug-Fix Updates Create Vulnerabilities

(Most vulnerabilities are patched in them!)

100% ' & Q o
wn
% 75% el
= e o
.CI)
D
2 o . . .
% Semver Increment Type
8 | - Bug
= 50% o e o
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e ' Major
5h ¢
S e o
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L
=
o 25% ] [
(aW ' o
o i
o o
el
o
No secur.ity effect Intro vuln Patch vuln
Update Security Effect

Distribution of percentages of packages’ updates by semver increment type, segmented across security
effects. Within each security effect the percentages across semver increment types are normalized.
(2023, Pinckney et al)



Containers Include System-Level Dependencies

Third-party
- Common problems: ibraries

. . . NPM
* Incorrect or conflicting version of system dependency
. . . . cc yy NodedS
- Different OS with files in the “wrong” place o
System-level
. ' I dependencies (e.g.
Dependencies no longer available OnonSSL 2l [
» Containers can include the entire stack Operating System
Files on our disk

“Container image”



Containers are Deployed From Images

» A container image is an archive with a complete filesystem

» Images are defined in terms of layers

» Ideally: include all dependencies in image (do not fetch at runtime)

» Publish container images to registries

» A container Is a set of processes running within a copy of that filesystem

« OS can impose restrictions on memory limits, access to CPU, |/O devices, etc



Example Containers: Building jonbell.net

Example snippet cv.yml

- group: Conference Technical Program Committee Membership
items:
- name: Automated Software Engineering (ASE)
years: [2018, 2019, 2020, 2021, 2022, 2023] Jekyll LaTex
- name: Foundations of Software Engineering (ESEC/FSE) Libraries Libraries
years: [2022, 2023] Jekyll L aTeX
Ruby
Screenshot of generated section of website: Ubuntu

Service Activities in 2023:

Conference/Professional Organization Leadership
e |SSTA Tools Track Co-Chair

o . , Screenshot of generated section of CV:
¢ Workshop on Software Engineering Education for the Next Generation

at ICSE Workshop Co-Organizer Conference Technical Program Committee Membership
Automated Software Engineering (ASE) 2018, 2019, 2020, 2021, 2022, 2023
Conference Technical Program Committee Membership Foundations of Software Engineering (ESEC/FSE) 2022, 2023
e Automated Software Engineering (ASE) IEEE Secure Development Conference 2021
e Foundations of Software Engineering (ESEC/FSE) International Conference on Mining Software Repositories (MSR) 2020
¢ International Conference on Program Comprehension (ICPC) International Conference on Program Comprehension (ICPC) 2023
* International Symposium on Software Testing and Analysis (ISSTA) gr(l)tgznational Conference on Software Engineering (ICSE) 2019, 2020, 20



http://jonbell.net

Example Containers: Building jonbell.net

Base container: built only when | want to update dependencies

Website container: built on each website update

FROM ubuntu:focal
ARG DEBIAN FRONTEND=noninteractive

UN apt-get update
UN apt-get -y install ruby

DRSNS ESY

citeproc csl namae

UN curl -sL https://deb.nodesource.com/setup_16.x | bash

UN apt-get -y install texlive-latex-base texlive-fonts-recommended \
texlive-latex-extra texlive-fonts-extra texlive-bibtex-extra \
ruby-full build-essential zlib1g-dev locales curl nodejs

RUN gem install jekyll bundler jekyll-sitemap jekyll-seo-tag \
jekyll-coffeescript jekyll-scholar coffee-script coffee-script-source \
bibtex-ruby citeproc-ruby csl-styles rexml execjs latex-decode \

FROM jonbell/website-builder
# Copy site directory

COPY . /site

WORKDIR /site

RUN bundle install

RUN mkdir _cv/generated/
# Build Site

RUN bundle exec jekyll build
# Build CV

WORKDIR /site/_cv

UN pdflatex jbell_cv

UN bibtex jbell_cv

UN pdflatex jbell_cv

UN pdflatex jbell_cv

BURSURSURSY

RUN cp jbell_cv.pdf ../_site/cv.pdt

EXPOSE 80
CMD ["'nginx", "-g", "daemon off:"]



http://jonbell.net

What is the payoff of this website/CV mess?

Estimated 8 hours to migrate out of WordPress to this containerized build

HOW LONG (AN YOU WORK ON MAKING A ROUTINE TASK MORE

EFRCIENT BEFORE YOURE SPENDING MORE TIME. THAN YOU SAVE?
(ACROGS FIVE YEARS)

[ HOW OFTEN YOU DO THE TRSK |
Ofoew Yoy DALY WEEKLY MONFLY YEARLY

30 4 5
MINUTES | MINUTES | MINUTE | SECONDS

2 HOURS muzulfts MIN§TES ceBmos

|2 HOURS | 22 HOURS

© Randal Munroe/xked, licensed CC-BY-SA
https://xkcd.com/1205/
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Infrastructure as Code

Common metaphor “Infrastructure as Pets vs Cattle”

» Traditional approach to run a server: install dependencies, configure them, maintain
the entire system

» Recover from crash: Manually re-install/configure
» Share with others: Write a blog post
 Creating a test environment: Manual
» |aC: Specify the docker container(s) to run, along with their network configuration
» Recover from crash: Re-deploy containers
» Share with others: Share a configuration file

» Creating a test environment: Automatic



Infrastructure as Code

Managing Container Deployments: Kubernetes

Send
response

Build
friends list

Build
Newsfeed

Build
Suggestions

“Give me at least 1 of each of these app services in their own docker containers, and if the
load gets above a threshold, spin up more of them”

Some other
customer’s service

Suggestions

Frl_ends Newsfeed
list

Managed by Kubernetes

Large-scale cluster management at Google with Borg
Abhishek Verma®  Luis Pedrosa?  Madhukar Korupalu

David Oppenheitner

Eric Tune  John Wilkes

Google [nc.

Abstract

Goople's Borg svstem 18 a cluster manager that rons bun-
dreds of thousands of jobs, from many thousands of diffec-
en: applicauons, across a number of clusters each with up to
tens of thousonds of machines.

I achieves high wiliztiom by comhining admission oone
trol, eMicient Gaskspacking, oaversaoommilment, sl machine
aharing with priccess-leve! perlormancs isolatan, [ suppoms
high-gvealabilicy applications with rawinye feotures that min-
inize fault-recovery time, aad scheduling policies that re-
duce the probability of correlated failures. Borg samplifics
lite for its users by offering a declurntive b specificarion
language, mune service inlegradea, real-lime job moalloc
ing, und lools tw analyee and smulale sys lea bedusiorn

Wo present & sunmary of G Boog syslem ancheleciune
and [eatures, imporleal design docisions, 3 yaantialie soul-
ysis of some of ite palicy decisions. and o gualitarive ex-
amination of lessons learmed from o decade of aparational
experience with it

1. Introduction

The cluser managoment sysem we inlemally call Borg ad-
mils, schedules, slarls, restats, at manitoms the Tull range
ol apphiceiore thal Google rans. This peper esplains how.
Becg provides three main benedts: it (11 hides the detalls
of resowrce management and fallure handling 5o its users con
focus on application development insiend; (2) operates with
veey high relubility and availabidity, amd suppocts spplics-
toas tha do (e s and (3) lets us run worklowds scroess
teay of houwssads of machmes olfectvely, Bocg 15 nul lhe
Lzs | system w address these tssues. but iCs one of Gwe lew op-
ernring at thic ceale, with this deprae of resiliency and com-
pletenese, This paper is acganized areand these topics, con-

T Wk deo: whils catbos ww c Gocgle
* Curszatly at Cnivessity of Soshian Culifcaia

Permiaiize o aaks diginad o band copics of pan e oL of Btk aeek e pooiora &
o asrioo o b e est A TR fee poon et thor cog e e ooe s od dieseered
o oe oo el edvartge andl dacapies bews his ool xad doe Dl cixon
ot el v Coogigbratos thev s caarpare ks o Tman vt b baoees
oo ol othew iwn, co w1 cracwaliatban GO

Emoles')s,  agel 21-1< 2018 Boedoags, Frasie,

Cogrr i bl by 10w sonr varhion’e

AQASE 10 IS5E RIS,

U R N E DRTETRT TN DR b VA0 AU ALY Bt

oz
m--—’ cAnTwddice 'J JJ
L T —— [mu:m;-s

Fagurw: 1z Dhe highelioas srcliicclon: ol Barg, Cndv ez wey (easiese
o ke thavsardc af worker anaec are hivaw,

clicling with o sel o qualiiive absevalioms we have maxie
from operuung Borg in preducbion for move than a decade.

2. The user perspective

Borg's users are Geogle developers and system sdolistra-
wors I1site relabilicy cagineers o SREs) that run Google's
appliczstioms ansl service, Tlsers sabmit thear woek 10 Rorg
i the foom of jobs, weh of which cunsisis of voe or moene
sorssy bl wll run the siaoe progrun (binars). Buch job runs
m eae Bogg cefl, @ set ol machones |bal are manuged as o
unir. The remninder of this sactinn deseribes rhe mnin Fea-
mres exposed in the neer view of Rarg.

2.1 The workload

Bury colls run 2 eterugenows woekload with two main parts.
The first is Jong-running services ther should “never’ go
doavn, and handle sharr-lived letency-sensitive requess (a
fewr e teo o towr handred ms). Such cervices are need for
cad-usee-lGwang predocls such as Cneal, Google Dogs. and
web srvh. wnd for inlomal nfras lroclure secvives (e,
BagTable). The sovond 13 batch jobs i luke [rom a [ew
gaconds to & fow davs to complete; these are much less ser-
sitive tn shart-term parfarmance fuctnations, The workload
mix vares acrnss cells, which man difterent mixes nt'am‘slic:.—
o |lc[:<-:nlillu an Lheir o lenanls fe., some vells uns
quile hulch-intengive), und also varies over me: baceh ehs

https://research.google/pubs/pub43438/
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Continuous Integration Service Models

. : Application Application Application
» Self-hosted/managed on-premises or in cloud
. Middleware Middleware Middleware
» Jenkins
Operating System Operating System Operating System
* Fully cloud managed
Virtualization Virtualization Virtualization
’ GItHUb ACthnS, CerleCI, TraVIS’ many Physical Server Physical Server Physical Server
more...
Storage Storage Storage
» Billing model: pay per-build-minute running
Network Network Network

on SaaS infrastructure

Physical data center Physical data center Physical data center

» “Self-hosted runners” run builds on your
own infrastructure, usually “free” Traditional, on- Self-managed, using SaaS

premises computing VMs

Self-managed Vendor-managed



Allocate Enough Resources to Avoid Flaky Tests
Study of 30 open-source projects written in Java

CPU 4 and RAM 8GB

CPU 2 and RAM 16GB
Configuration Ranked As
B Best Price

B Best Reliability

B Best Reliability and Price

CPU 2 and RAM 8GB
CPU 2 and RAM 4GB
CPU 1 and RAM 8GB
CPU 1 and RAM 4GB
CPU 0.5 and RAM 4GB
CPU 0.5 and RAM 2GB
CPU 0.25 and RAM 2GB
CPU 0.1 and RAM 2GB
CPU 0.1 and RAM 1GB

0 5 10 15 20
Number of Projects



Cloud Infrastructure is Best Suited for Variable Workloads

» Consider: Does your workload benefit from abillity to scale up/down??
- Example: need to run 300 VMs, each with 4 vCPUs, 16GB RAM
* Private cloud: Dell PowerEdge Pricing (AMD EPYC 64 core CPUs)

» 7 servers, each with 128 cores/256 threads, 512GB RAM, 3 TB storage =
$162,104

» Public cloud: Amazon EC2 Pricing (M5.xlarge instances, $0.121/VM-hour)
» 10 VMs for 1 year + 290 VMs for 1 month: $36,215.30
»+ 300 VMs for 1 year: $317,988



